[Brazil] 300K Photos of People from the Federal District
by NikoCorp - 15-02-26, 10:43 AM
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Hi everyonel
| am selling a database with approximately 300,000 people from the Federal District, a state in Brazil. The data was extracted at the end of 2025 from a police system, with all
photos originating from national driver's licenses (Detran). This is a private database, meaning very few people possess it.

Lines / Rows: 288 743

Format: CSVY
Size: 7 8GB
DarkForums Members L Year 2075
C:]?r Member ] Price: $480 USD (R$2,500 BRL)
Bl (B
Field Header
Posts 3
Threads 1
Joined Feb 2026
Reputation
3 Weeks

What is this data?

cpf: Individual's national registration number
imagem_base64: Photo of the person encoded in base64
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PRECISAMOS FALAR SOBRE INFOSTEALERS

como 0 ecossistema de Cybercrime-as-a-Service (CaaS) impacta a reputacdo e a operac¢ao das redes
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Agente de Policia (PCDF)
Aluno Especial — Mestrado Seg. Cibernética (UNB)
Aluno - MBA em IA (IBMEQ)

Especialista em seguranca da informagao e apaixonado por seguranga
cibernética, possui diversas certificacdes na area, como CEH, Pentest+, Privacy
Manager (CIPM) e CERT Incident Response Process Professional, ja tendo atuado
em grandes empresas brasileiras. Atualmente, é responsavel por criar,
implementar e conduzir solu¢des de Seguranca Ofensiva (Red Team/Offensive
Security) e de Inteligéncia Cibernética (CTI), bem como é membro da equipe de
resposta a incidentes (CSIRT) da Policia Civil do Distrito Federal (PCDF) -
SSTI/DITEC/DGI, atuando como analista de Ultimo nivel em eventos criticos que
poderiam gerar impacto na sociedade.
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CompTlA

. a | :
Incident Response Process Professional CEH PenTest+

Certificate Holder

et | it Hacer

CERTIFIED
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NAO HA LIMITES NA DIVULGACAO

9E®EOX @

https://cert.br/tip/

INIAN[@N®: \No momento desta apresentacdo, eventuais campanhas ativas foram devidamente tarjadas.

INIANI@N®) Fste trabalho ¢ fruto de uma andlise de CTI e ndo representa qualquer investigacio policial em curso.



Infostealers: malwares desenvolvidos para invadir sistemas e
roubar dados sensiveis, como credenciais de login, detalhes
financeiros, dados pessoais e informacbes sobre o
dispositivo e sobre a rede. Uma vez instalado, extrai
informacdes de navegadores, dos gerenciadores de senha e
até mesmo do clipboard.

Kela Inside the infostealer epidemic: exposing the risks to corporate security



O
70 A) dos dispositivos infectados sdo pessoais.

Checkpoint Cyber security Report 2025



CYBERCRIME-AS-SERVICE



THE EVOLUTION OF CYBERCRIME:
FROM ARTISANAL TO PLATFORMIZATION
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STAGE 1:

ISOLATED
HACKERS

* High Expertise
* Generalists
e Low Scale

STAGE 3:

N INDUSTRIALIZATION
(Caa$)

* Subscription Model
« Specialization
 Massive Scale

_J_. PLATFORMIZATION

ﬁ"“ 7 INDUSTRIALIZATION =

* Underground Forums
» Shared Tools
» Early Botnets

* Integrated Ecosystems
* End-to-End Automation
 |AB + Ransomware




Malware-as-a-Service: modelo de negdcio em que
orogramadores de software malicioso alugam a sua
infraestrutura, codigo e ferramentas para outros criminosos
mediante 0 pagamento de uma assinatura ou COMIssao
sobre os lucros. Essa estrutura promove a democratizacao
do crime: um atacante ja nao precisa saber programar ou
gerir servidores complexos; ele apenas "contrata” o servico
e foca-se na distribuicdo do ataque.

PATSAKIS, Constantinos; ARROYO, David; CASINO, Fran. The Malware as a Service ecosystem. arXiv, 2024.
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4 BreachForums > Marketplace  »  Services > Santa Stealer - A modern information stealer Mark all as read i

Santa Stealer - A modern information stealer
by SantaStealer - Sunday December 28, 2025 at 06:08 AM

2-28-2025, 06:08 AM (This post was last modified: 01-08-2026 59 AM by SantaStealer. Edited 1 time in tota

Santa Stealer is a Windows based stealer developed in C, it works without dependencies fully standalone. The stealer works on any Windows machine from 7 to 11.

&

* We have a Web Panel (| or creating, managing and editing builds. Logs can be configured to be sent to a Telegram group or chat
* You can configure modules to take certain data and choose which modules to use. The stealer is designed to extract every piece of valuable information from infected devices at an affordable price.

: You can generate and purchase a plan in less than 1 minute - https:/
Santa Stealer For a full list of features, product information and detailed module information visit https://

Basic - $200/month
Premium - $300/month
Lifetime (Premium) - $1000/lifetime

- = Oty O g
) Your #1Premium Quality Stealer
Posts: 8 SankaStealer is & modem information stealer designed
Threads: 2 [k Eact ey PECS Ol Dk M D EE e
; devices at an affordable price.
Joined: Dec 2025 PurchaseNow
Reputation: 60

(Included with any plan)
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Central de Atendimento

Trabalhamos para vocé em carater permanente.

” Inscricao

Cadastre-se em nosso portal.

Autorizacao
®

Link de autorizacéo
‘ Telegrama
Servigo de suporte.
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ATIVADORES E CHEATS



d d I'ead frontpage all dread

spreading malware

hello how can i spread my malware to more people? rn im just dming random people on discord who are in some cheat servers but most of the ti
help is appriciated

10 comments

Comments

Top

@ brokemf

Reply Permalink

@ repent

even then you would need footage of u using the cheat so ppl dont get sus abt it, where would u get that

Reply Permalink

-
=7 rizuken

you can try SE, like making friends then sending them malware, takes a bit more time though

Reply Permalink

9 realbct

create a YT channel and post tutorials and in the description put link with the software with malware
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# HOW TO DOWNLOAD DELTA EXECUTOR FOR PC AND INSTALL SCRIPT INTO
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Free Download Adobe Photoshop | Adobe Photoshop Crack | Adobe Photoshop Free

Download
Rihan Abbasi - Playlist - Atualizado hoje

G1-3:09
30 seconds me skin Finer plugin with photoshop 2020-skin Finer #photoshopplugin #short #plugin - 0:33

Ver playlist completa

Free Download Adobe Acrobat | Adobe Acrobat Free Download | How To Free Download
Adobe Acrobat

ROLEX XG - Playlist - Atualizado hoje
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How to Download Adobe Acrobat Pro for FREE on PC, LAPTOP & MAC (2025) - 0:46
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local * Google * Chrome »*> UserData » Default * Pesquisar em Defau

- 2 - = = 0| Tl Classificar ~ = Visualizar ~ sas
Application Application )
MNome Data de modificacdo Tipo Tamanho
I heavy_ad_intervention_opt_out.db-journal  30/10/2025 23:12 Arquivo DB-JOUR... 0 KB
B History 01/11,2025 01:59 Arquivo 53.664 KB
[ ] History-journal 01/11/2025 01:59 Arquivo 0 KB
MySecret hOs2kQ5! ||| hOs2kQsl MySecret | e 20/00/2025 15:39 T 384 KB
[ ] InterestGroups-wal 28/10/2025 03:54 Arquivo 170 KB
B Lock 21/05/2025 13:35 Arquivo 0KB
| B oG 29/00,/2025 15:43 Arquivo 0KB
CryptProtectData CryptUnprotectData

B L0G.od 16/07,/2025 16:24 Arquivo OLD 0KB
I Login Data 01/11/2025 01:56 Arquivo 100 KB

) q
M Login Uata For Account 23/05/2025 13:04 Arquivo 40 KB
I Login Data For Account-journal 23/05/2025 13:04 Arquivo 0 KB

g ] q
B Login Data-joumnal 01/11/2025 01:56 Arquivo 0 KB

g ] q
B MediaDeviceSalts 31/10/2025 13:07 Arquivo 64 KB

%localappdata%\Google\Chrome\User Data\Default\Login Data

https://z3rOth.medium.com/abusing-dpapi-40b76d3ff5eb
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[1932] executavel_temporario.exe C:\Users\admin\AppData\Local\qiGArqvuPK\executavel_temporario.exe
Put the slider in the desired position or select the desired segment by yourself @

31.275s
| |
Time HTTP headers Reputation Country Content  Type
https://t.me/pixel_sunset
+3555 ms H1|  GET | 200:0K 7 Unknown *4 Virgin Islands, British
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+4287 ms H1| POST | NoResponse 7 Unknown &R United States
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*** Hidden text: You do not have sufficient rights to view the hidden text. Visit the forum thread! = Activity

hread - Yesterday at 8:04 PM .| aamn || npogam || npogam gamn | - Replies: 0 - Forum: Emails

3papascTByiiTe.

sell| Selling high-quality databases

Hello, | will dm you on telegram.

kairocc - Post #2 . Yesterday at 4:23 PM . Forum: Emails

Budgets start at U$1K.

the Brazilian government, only those who have permission to consult vehicle license plates and driver"

A WLy focTyn K GpasknbCKoMy NPaBMTENLCTBY, TOMbKO Te, KTO UMEET paspelleHue Ha NPOCMOTP HOMEDHBL

A MOKYNa YYETHBIE JAHHBIE, HO TAKKE NOKYNaw AocTyn K SSH.

aBToMODMNER, BOOWTENBCKK

HumeykasaHHble cailTbl NPEACTaBNAKT GONbLUOHA MHTEPET, ECIIW Y Bac ecTb API WK YYETHBIE AAHHbIE, CBAMWTECh C HAMK.

Verified | [pogan email:pass Us

Ceexcee Shop nononnenne ot 02,10.25 Shop1 80% Eu (emaikpass Tkk - 2105) 20k test - https://www.sendspace.com/file/qd8t36e Shop2 80% Us (emailpass 1kk - 2008) 20k test - hittps://www.ser

¥ Looking for Brazil GOV Access / My AocTyn K NpaBUTe/IbCTBEHHbLIM cucTteMam bpasunnuu

s, which are usually a d by the police or the traffic department.

MNpage, Kak Npasuno, MMEeKT AOCTYN K NOAWUWKA UK OeNapTaMeHTy TPaHCNopTa.

Reply to this topic




Brazil National Police Panel Login — LE Account + OTP | Full Country Ac
by potafr - 22-03-26, 11:35 PM

| Pesquisar

DarkForums Members ®

E\} IT:}( Member l
| | B

Threads 1

Joined Mar 2026

Selling one fresh, active police-level login for Brazil's national restricted LE database panel (used by Federal Police, Civil Police, Military Police, Highway Police, etc.).
Gets the real CNH driver's license photo (face shot) of literally anyone in Brazil. Nationwide facial pull.

Includes
* Full police dashboard
+ All integrated national databases (screenshots of the Bases Integradas panel attached — dozens of federal and state sources)

« High query limits
« OTP / 2FA credentials handed over (seed + current code)
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£~ Wireshark - Conversations - premiere_crack.pcap

Conversation Settings Ethernet-33  IPv4.45  TCP.98  UDP.118
) Enderego A Porta A Endereco B Porta B Pacotes ™ Bytes ID'da F
Resolugdo de nomes 192.168.100.12 49760 13.107.213.44 443 U 11kB
e R 192.168.100.12 49713 150.171.22.17 443 U 12kB ) )
192.168.100.12 49714 150.171.27.11 a43 M 12kB Microsoft / Akamai
Exibir dados brutos 102.168.100.12 49726 184.86.251.27 443 U 10kB
102.168.100.12 49757 13.107.246.44 443 33 10kB
192.168.100.12 49799 142.250.186.106 443 33 13kB
192.168.100.12 49727 172.217.18.3 443 33 12kB
192.168.100.12 49806 142.250.184.234 443 2 15kB GOOg le
Copiar - 192.168.100.12 49745 172.211.123.248 443 32 9 kB
192.168.100.12 49739 20,753,194 208 443 1 10kB
Acompanhar Transmissao... 192.168.100.12 49763 23.52.181.141 443 31 12 kB
— 192.168.100.12 49720 104.18.22.222 443 1N 12kB
Grafico... 102.168.100.12 49802 142.250.184.227 443 1N 10kB
— 102.168.100.12 49796 142.250.184.238 443 M 13kB
oo ciiliic 192,168.100.12 49789 142.250.185.170 413 1 10kB
192.168.100.12 49811 142.250.186.106 443 M 13kB
Protocola « & 192.168.100.12 49729 150.171.28.11 443 N 12kB
—— 192.168.100.12 49810 142.250.184.195 443 0 11kB
— .= 192.168.100.12 49795 142.250.184.238 443 0 11kB
Pt 132 1R8N0 2 A08NE 142 250184 238 443 Bl)] 11 kR

Os principais IPs pertencem a grandes empresas, com excecao a um: 95.[...]



£~ Wireshark - Conversations - premiere_crack.pcap

Cenversation Settings Ethernet-33  IPv4.45 TCP.93  UDP.118 95.21 } was not found in our database
i Enderego A Porta A Enderego B Porta B Pacotes ™ Bytes IDda F
SEILIET RTINS 192.168.100.12 49760 13.107.213.44 443 34 11kB ISP Hetzner Online GmbH
B bora de inicio absoluta 192.168.100.12 49713 150.171.22.17 443 4 12kB
192.168.100.12 49714 150.171.27.11 443 34 12 kB Usage Type Data Center/Web Hosting/Transit
I Exibir dados brutos 192.168.100.12 49726 184.86.251.27 443 34 10 kB
. _ N 192.168.100.12 15T R 443 33 10kB ASN W
. Lirmitar ao filtro de E:(IbII;ED 1921531{:"}12 49 95; Mg_ g_g_ EEIEE
192.168.100.12 49 P 443 3 13 kB Hostname(s) stati lients.your-server.de
192.168.100.12 AG727 172.217.18.3 443 33 12 kB
192.168.100.12 409306 | 142.250.7184.234 443 32 15 kB Domain Name hetzner. com
Copiar = 192.168.100.12 49745 172.211.123.248 443 32 9 kB
192.168.100.12 49730 A0./3. 194,408 443 31 10 kB — =
Acompanhar Transmissao... 192.168.100.12 49763 23.52.181.141 a43 1 12kB Country i Finiand
: 192.168.100.12 49720 104,18.22.222 443 31 12 kB City B T
Grafico.. 192.168.100.12 45802 142.250.184.227 443 31 10 kB !
. 192.168.100.12 49756 142.250.184.238 443 31 13 kB
e 192.168.100.12 49739 142.250.185.170 443 31 10 kB IP info including ISP, Usage Type, and Location provided by IPinfo. Updated biweekly.
_ 192.168.100.12 49811 142.250.186.106 443 31 13 kB
Protocolo | 192.168.100.12 49729 150.171.28.11 443 31 12 kB ﬁ Z
Bluetooth 192.168.100.12 49810 142.250.184.195 443 30 11kB
BPvT 192.168.100.12 49795 142.250.184.238 443 30 11 kB
e 197.1/8.100.17 49808 147.750.184.738 443 n 11 kR
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J f8:73:26:e4:05:9F (f8:73:26:e4:85:91),
b Internet Protocol Version 4, Src: 192.168.188.12, Dst: 95
3

3

1549

eq=1 Ack=1 Wi

)

s Encrypt

Handshake ™

864 Len=8
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63
38
26
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78
96

87

Comunica¢des constantes com o C2 para envio de dados

73
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58
a3
fb
az
ce
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53
eb
i

ed
93
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47
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76
99
34
27
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45
465
15
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cd
58

of
as
3a

26

19
65
71
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al

Bc
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45
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Processes 71  Actions &8 D

Only important

b | 5036

||

O arquivo malicioso foi baixado pelo EDGE (PID 7500). Ao executar o binario, o processo respectivo (PID 752) criou subprocessos do Chrome (PID 5036 e PID 7840)



Yadmin\Downloads\Adobe. Premiere. Pro. ! shadminiDownloads\Adobe Premiere P

Information

User: admin Company: ASUS PUTER INC.

Integrity Level:  MEDIUM Version:

Modules

Images

chwindow tem32\winnsi.dil

windows!

window

windows!

window

windows!

windowsh\system32vmskeyprotect.dll

windows! tem32\ntasni.dll

c:Awindow

Dentre as DLLs carregadas pelo processo, destaca-se a dpapi.dll



\
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Community
Score

DETECTION DETAILS

Voting details (2) ©

@ NiXLovesXerneas
2 days ago

Comments (2) ©

. B NiXLovesXerneas
= 2daysago

Vidar C2 at 95.

Geolocation: Helsinki, Uusimaa

@ 11/95 security vendors flagged this IP address as malicious
95. If15)

AS 24940 ( Hetzner Online GmbH )
self-signed

RELATIONS COMMUNITY 4

O JaffaCakes118
-1 2 days ago

Organization: Hetzner Online GmbH

ASM: AS245940
Country: FI

Confidence Level: 100%

10C; https://threatfox.abuse.ch

' Reanalyze More

FI

Last Analysis Date
1day ago



SISTEMA MATR OPR NOME OFER IP ORIGEM MENSAGEM ASHORA OFER

is uma tentatival

= a uma matriculz inativa.

3ra & autenticar.

Mesmo IP de origem realizando autenticagdes em contas diversas em curto intervalo de tempo



voale

E comum que o analista j4 pense em instaurar um incidente. Em seguida, parte imediatamente para
isolamento de hosts e reset de senhas. Com o resultado do full scan, encerra o incidente encerra o
incidente.



E importante analisar o contexto! Entender a origem do vazamento, se a
instituicdo é um alvo de interesse e se ha campanhas ativas voltadas para
o0 mesmo setor. Rastrear o malware € o melhor caminho para confirmar a
auséncia de intrusao em rede corporativa.



NN AT AN N == F A N A N N A S U A W N_ NN N
O A T A
A S T W N S W Y W U U W W S W S S VA W V. O U T W W Y VOAAYN VY VA
A S A A AT

A AV W W VL U VW W W W W U W W O W VA VA AR VAN \! VAN WA \
AV W U W W O SR WA

A/ AV AV VA RV A VAV | NN /N / NN /

NN N N
CHANNEL : £.me/+Fb61gGRd_icljZjAy ADMIN:t.me/Emirates Cloud EMIRATES LINK:t.me/Emirates_Admin

# Rhadamanthys Stealer

Install Date: 1 UTC
Traftfic Name: @othertraff

HwID: 351 DPARATICCLIT DTI'J.CITI’

IP: 187.

Country: BR

Time Zone: UTC-3

System Language: Portuguese

User Language: Portuguese

Keyboard Language: Portuguese
Processor: Intel(R) Core(TM) i5-9486F CPU @ 2.98GHz
Installed RAM: 24528 MB

05: Windows 1@ build 19845 (64 Bit)
Video card: NVIDIA GeForce GTX 1658
Display Resolution: 1920x1888
Computer MName: DESKTOP-21

User Name: Usuario

Domain Name: WORKGROUP

MachinelID: 569cb9c5-

WallPaper Hash:



MOME OPER

IP ORIGEM

187.121.140.114
187.121.149.114
197.121.140.114
187.121.140.114
187.121.140.114
197.121.140.114

MEMNSAGEM

AutenticadDs com sUC
Autenticado Ccom sSWCesso
Autenticado com suC

Autenticado Com SUCEss!

Autenticado com sUCesso

Autenticado com SUCEsso



Se a maior parte das infeccGes ocorre em dispositivo pessoal, por que as
empresas sao afetadas?



0\ Pesquisar nas configuragdes

< Servigos do Google e de sincronizagio

Luiz Eduardo Paes Salomao

L Desativar

@ Sincronizado com luiz) .com

Sincronizagio
Gerenciar o que & sincronizado

Controle como o historico de navegacio é usado com seus outros dados nos Servigos do Google
Para acessar a personalizagdo, inclua o Chrome na Atividade na Web e de apps

Revisar dados sincronizados
Opcoes de criptografia

Para aumentar a seguranga, seus dados serdo cniptografados pelo Google Chrome

Outros servigos do Google

Fazer login no Chrome ao acessar Servigos do Google

Ao fazer login nos Servigos do Google {como o Gmail ou o

: : " Selecione uma opgaoc
YouTube) com luizpsalomao@gmail.com, vocé pode se conectar L

automaticamente ao Chrome com a mesma conta

Permitir login no Chrome
Desative essa op¢do para acessar sites do Google, como o Gmail, sem login no Chrome



CONCLUSOES



Infostealers modernos frequentemente burlam solucbes de antimalware em
dispositivos pessoais, mas a exfiltracio de dados gera padrbes de rede
identificaveis (ex: conexdes TLS para IPs sem SNI ou dominios de Dead Drop
Resolvers)

Plataformas legitimas sdo frequentemente abusadas para fins ilicitos

Uma rede infestada de dispositivos com infostealers acaba em blacklists
globais

Em ambientes de CGNAT, o comportamento malicioso de um unico
dispositivo infectado pode comprometer a reputacdo de centenas de usuarios
que compartilham o mesmo IP publico.
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